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Jinxing(Jerry) Xiao has worked with
many medical device companies,
such as Medtronic, Johnson &
Johnson, Philips Healthcare, Becton
Dickinson, Zimmer Biomet, Abbott,
and small to medium sized
companies, like Syncardia, Verb
Surgical (Google+Jn]), and Intouch
Health. His product risk
management experiences cover
from critical medical devices such as Total Artificial Heart,
Pacemaker, Implantable Cardioverter Defibrillators (ICD),
Robotic Surgical, Pumps (Insulin, Infusion), Ventilator, and
Orthopedics Product, to simple disposables.

He obtained his MS in Quality System Engineering and holds the
CQE (Certified Quality Engineer), CQA (Certified Quality Auditor),
CSSBB (Certified Six Sigma Black Belt), and CRE (Certified
Reliability Engineer) from ASQ (America Society for Quality).
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Agenda

C Overview

C Product risk Management System (methodology,
approaches, statef-art technology, real time manner)

C Case study (product risk analysis, deliverables)
C Risk Management System Automation
C References & QAs

RDQCC LLC Proprietary



Who are We?

ARAOCCLC
AFounded in San Diego, California
ACompany began in 2013

ADedicatedly develop product risk management
ERP system for medical devices & complex systernr__£3

ALaunchedRdPDMV1.0¢015), V2.08016), V3.0£019)
ACompany websitexww.rdgcc.us
AYou change the world, we secure it

RDQCC LLC Proprietary 4


http://www.rdqcc.us/

Section 1: Overview
(scopes, failure rates, potential causes)



Risk for Medical Devices (Scope)

Product Safety Risk

Compliance Risk

Cybersecurity
Risk

O«

O«

O«

Product Safety Risis related to a
hazard leading to user/patient harm.
It is guided by ISO 14971.
Compliance Risls related to
business safety if violating regulation
requirements. It is guided by such as
FDA audits, observations, warning
letters.

Security Risks related to threat and
vulnerability. It is guided by ISO
27001 and the others.



Medical Device Product Failures

Aln the past decade, nearly two million injuries and more than 80,000
deaths have been linked to faulty medical deviees: (rork Times, 20)9

https://www.nytimes.com/2019/05/04/opinion/sunday/medicadevices.html

AOver 90% of medical electrical devices have failed on the first
submission over the last two years (Intertek, 2010)

GoKe gm: 2F YSRAOIET RSGAOSAa FlLAf LINRPRdAzOG OSNIAFALREMSEWO 6SadAy3I Ay GKS FANBRG GAYS OSNIAFTAOFGAZ2Y G(SadAiy3a GKS ¥

ADesign failure ranked as No.1 root cause at 31% on 10980 model
recalls between 2003 and 2009

AThirty-one percent of organization have at some point have
encountered cybegnttacks on their operation technology.

https:// www.uscybersecurity.net/risk019/
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Medical Devices are Becoming Complex

A Software intense (real time, network, wireless)

A Challenged environment (implantable, MRI, radiation, battery, life cycle)
A High power consumption (e.g. energy, speed, size)

A Multiple levels of product structures (system integration)

Robotic Surgical CRM Proton Therapy
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Copyright St Jude Medical

Copyright: Varian Medical System
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Product Failures: Domino Effects

ACom_pIex product structure architecture (e.g. software
architecture, hardware architecture, Integration, OTS, SOUPs

80% to 95% of modern apps consist of assembled comporeviksacode g, . S
AHigh degree of novel technology (e.g. large risk analysi T
deliverables and vast failure modes)
One device can be easily to have 50+ FMEA files, 50,000+ failure mode rows %p% ”%,3 KOS \L‘
ADependency or interaction relationship among elements ‘J I J
(Domino Effects) =

Topdown approach: trace down from patient harm to module/component failures (root cause analysis);

Bottom-up approach: chain reaction from a module/component failures results to system failure or patient harm (FMEAS)
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Failures during the Course of Product Life Cycles

AISO 14971 section 3.1 risk management

Process
The Bathtub Curve

Hypothetical Failure Rate versus Time

The manufacturer shall establish, document and maintain throughout the |
OeofsS |y 2y3I2Ay3 LINRPOSaa F2NJ ARSy

AProduct may be experienced changes ir

the course of life cycle from software
upgrades, component degrades,

End of Life Wear-Out

. Increasing Failure Rate
Infant Mortality d

Decreasing Failure Rate

Increased Failure Rate ———p

Normal Life (Useful Life)
Low "Canstant" Failure Rate

Sy.gj\ N-.-Ey.YS)/U OKétQ/HS Time X
One design change may lead to new risks and/or update chains of risk management
documents

AProduct Failure Rate Curve
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Section 2: Product Risk Management Syst
(method, approaches, big data, Al, real ime
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What Is the Product Risk Management System

AKnowledge creationextract product risk knowledge from articles,
clinical studies, competitors, FDA database, standards, regulations,
design documents, post market complaints, etc.

AReal time product risk managementreate, maintain, update
product risks (failure modes, hazards, harms, risk regions, mitigations,
residual risks, risk benefits).

ACross functional team involvements/benefitsupport product
design & developments, regulatory submission, design changes,
customer complaints, nonconforming materials, CAPA, FDA recalls.



Product Risk Data in NL into the System

APython is a simple yet powerful programming language with excellent
functionality for processing linguistic data.

Product Risks in
Natural Language of :

Product Risks in

frlngais Machine Machine Artificial Language in ER|
Espafiol Translation Learning

omm 'y Failure Modes, Hazards,
Us 0 $a :> English :> Hazardous Situations,
English Harms, Mitigations

JL Al
~ r
XXoO

Big Data



Methods & Approaches

Create Product ArchitectureUse the 5 S
Gt £t SOUGSE (2 RNI3I 3 RNRLI St SYSyuiua
connect them by linkaupi-arrow, bt

arrows) for hardware, or software.

Map Product Risk StructureEach stard bl N
element represents its risk analysis /_Sﬁfri\position SOFTWARE
deliverable (Arm FMEASs), each link 1%@ ............ _‘

represents its relationship of failure g

cause and failure consequence. (o

Topdown Analysis i_f a product has a : Defompgs'tfn w7
malfunction in the field, trace down ﬁodme) Rodul...(Module ...
potential failure cause at module leve \a/\g) \an)

Bottom-up Analysisif a failure occurs
at module level, trace up to a product
failure at system level.
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System Iin Real Time

FDA expects Risk Management Files shall be maintained in real time

o)

g New risk 1D ) Increase Probability
ugdto ”feV‘(’j rs Level due to failure
lgentifie : New Mitigation due to rate increased

New Failure Causes .
: o FDA observation,
due to lab investigation New Harm :
- recalls, warning letters
due to clinical
investigation
RII[S)k Software Requirement Failure Mode Failure Cause Hazardous Situations| Harm to Patients S| P |RR Recommend Mitigation P | RR Comment
The WIFI software shall Loss of Data Abnormal Soft Tissue switch from network to telemetry as a Jen: I would suggest to
receive data from sody communication corruption Motion Injury backup censider zbout the severity
6 Tys received 4 3 C 1 A |1evel since the soft tissue
injury in this case can be 2.

Increase Severity Leve|
due to unexpected user

New Failure Modes
due to new software
features

New Hazardous
Situation due to
design changed

patient injury
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Update Risk Region
due to P value is
changed




Section 3:
Product Risk Analysis Case Study



Case Study
Micro Robot for Cleaning Clogged Arteries

6 Micro-swimmers that loosen arterial plaque
‘ and release drugs into the bloodstream
https://www.smithsonianmag.com/innovation/tiny
robots-canclearcloggedarteries180955774/
6 Body (WIFI, Battery, Torso)
6 Arm (Arms, Joints, Elbows, Fingers)
6 Head (Eyes, Ears, Nose, Brain)
6 Accessories (OTS, Cyber, Medicine)

{® Ralwel/iStock)
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Layout of ProdudRisk Deliverables

S FMEA

UFMEA

Based on regulatory submission
requirement and product architecture,
the DFMEA deliverables are visualized:

s Top level deliverables:

PHA, UFMEA, SYFMEA, Robot DFMEA
s System level deliverables:

(Head, Body, Arm, Leg) DFMEA

6 Subsystem level deliverables:
(Brain, TorscArmJoint Accessories) DFMEA
s Componentlevel deliverables:

(Eye, Finger, WIFI, Battery, OTS) DFMEA
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FMEA Worksheet



